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MINISTER FOR MENTAL HEALTH — PORTFOLIOS — BUSINESS SCAM 
5840. Mr B.S. Wyatt to the Minister for Mental Health; Child Protection: 
I refer to the online news article published by the ABC online on 17 August 2016 in relation to scammers 
stealing $500,000 from West Australian businesses over the past two years as reported by the 
Department of Consumer Protection, and I ask: 
(a) have any WA Government agencies within the Minister’s portfolio of responsibility fallen victim to 

these scams over the past two years; 
(b) if so which agencies have been impacted; 
(c) for each agency impacted, what was the nature of, and the dollar amount lost in connection to each 

scam; 
(d) have criminal charges been laid against any persons or entities in connection to these scams; and 
(e) what measures have you taken to ensure that public funds are not lost to scammers via WA Government 

agencies? 
Ms A.R. Mitchell replied: 
Child Protection 
(a) The Department for Child Protection and Family Support advises it has not been effected by reported 

scammers. 
(b)–(e) Not applicable. 
Mental Health 
(a)–(d) The Mental Health Commission (MHC) advises it operates under a Service Level Agreement with 

WA Health for the provision of Corporate Services from Health Support Services including the 
management of payments from the MHC bank account and controls over Supplier details entered in to 
the Oracle Vendor data base. 
WA Health has advised the following: 
The Chief Finance Officer of the Department of Health has not been informed of an occurrence such as 
the scam outlined in the media report. 

(e) Following advice provided to the Department of Health by the Department of Commerce on 18 
August 2016 in respect of the scam outlined in the media report, an internal review was undertaken of 
the processes and controls in place to change the bank account details of suppliers and contractors. 

 The review identified that: 
There are inbuilt controls within the iProcurement payment system to ensure that requisitions 
and purchase orders are raised, and payments are authorised by officers with the appropriate 
authority.  
A monthly review of the log of changes to the vendor master file is undertaken, to detect if 
unauthorised changes have been made.To provide assurance on whether WA Health has been 
impacted by the scams recently identified in the media, the Department of Health’s Internal 
Audit has been asked to undertake an urgent review of all changes to bank account details 
within the past six (6) months, and make an assessment of whether current processes and 
controls in place are effective in detecting and preventing such scams.  
As an additional measure to address this scam risk a secondary validation check is now 
required to be undertaken by authorised officers at Health Support Services. This involves 
confirmation and verification that requests for changes to bank account details are genuine, 
prior to making any changes to the vendor master file.  
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